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Obijective:

The main objectives of this lecture were to:

Understand the role ofigital technologies in linking India’s major technical hubs.

Identify and discuss cybersecurity challenges faced by interconnected networks and industries.

Highlight best practices for securing digital ecosystems and data exchange.
Encourage students to explore careers and research opportunities in cybersecurity and digital innovation.

The program began with a formal welcome by Dr. S.V.S.Ganga Devi, Head - Department of CSE (Cyber Security). In her
address, he highlighted the importance of the session and also thanked the Management, Vice Chancellor, Registrar,
Principal, Vice Principal, Dean (school of computing) and Faculty for their continuous support in organizing guest lecture
for the students.

The resource person Dr. R. Siva Shankar started the session by extending his hearty thanks to the participants, organising
members, Management of MITS Madanapalle for giving him opportunity.

The speaker began by explaining how digital technologies such as Artificial Intelligence (Al), Internet of Things (1oT), Cloud
Computing, Big Data Analytics, and 5G are transforming India’s technical landscape and improving connectivity among
innovation hubs like Bengaluru, Hyderabad, Pune, and Chennai and The lecture highlighted major cyber threats such as
phishing attacks, ransomware, malware, data breaches, identity theft, and insider threats, emphasizing how these risks
can disrupt interconnected digital systems. The importance of data governance, encryption techniques, and secure
authentication methods was explained to ensure privacy and integrity in digital communication between hubs.
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Outcome of the Lecture:

At the end of the session, participants were able to:

Gain awareness of how digital technologies connect India’s technical and innovation hubs.
Understand current cybersecurity risks and preventive mechanisms.

Learn the relevance of cybersecurity laws and data protection measures in India.
Appreciate the importance of secure digital transformation in the modern IT landscape.

Key Highlights of the Session:

Overview of Digital India and its mission to interconnect smart cities, IT parks, and innovation hubs.
Role of Cloud Computing, Big Data Analytics, Al, and 10T in enabling seamless connectivity and smart
infrastructure.
Detailed discussion on cyber threats such as phishing, ransomware, data breaches, and network intrusions.
Insights into Indian cybersecurity initiatives like CERT-In, National Cyber Security Policy, and Digital
Personal Data Protection Act 2023.

o Case studies on cyberattacks affecting Indian enterprises and preventive security strategies.

e Emphasis on ethical hacking, data encryption, and cyber hygiene practices for individuals and
organizations.

e  Future scope of cyber resilience in strengthening India’s technical ecosystems.

Vote of Thanks:

The session was concluded with a vote of thanks delivered by Coordinator Mr.T. Niranjan Babu, Assistant Professor,
Department of CSE (Cyber Security) Madanapalle Institute of Technology & Science (Deemed to be University),
Madanapalle.
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Guest lecture on ‘Digital technologies
and cyber security’ held at MITS

MADANAPALLE : The De-
partment of Computer Sci-
ence and Engineering (Cyber
Security), Madanapalle Insti- g
tute of Technology & Science .;4..
e peed B
sity, in association with IEEE,

organised a guest lecture on ‘Digital Technologies and Cyber
Security Issues in Connecting Indian Technology Hubs' on
Saturday. Dr R Siva Shankar, Professor of Computer Sci-
ence at International College of Digital Innovation, Chiang
Mai University, Thailand, was the chief guest and resource
person. He highlighted the growing significance of digital
technologies in India’s innovation ecosystem and cautioned
students about emerging cybersecurity threats such as data
breaches, phishing, ransomware, and IoT vulnerabilities.
Principal Dr P Ramanathan, HoD Dr SVS Gangadevi and
Coordinator T Niranjan Babu thanked Dr Siva Shankar for
his insightful and interactive session. The lecture enriched
students’ understanding of current trends and challenges in
cybersecurity and digital interconnectivity.
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